<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>carbon/generic/add_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/update_text_content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text resource_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/lcm/nameinusecheck_Icm_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/lcm/save_lcm-ajaxprocessor.jsp</Pattern>

</Patterns>

</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>productapipublisher</Pattern>
<Pattern>productapistore</Pattern>
<Pattern>resource/1.0.0</Pattern>
<Pattern>oauth2</Pattern>
<Pattern>cmis</Pattern>
<Pattern>registry/resource/</Pattern>
</Patterns>

<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

ESB 4.8.1

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>



<Patterns>
<Pattern>carbon/sequences</Pattern>
<Pattern>carbon/configadmin</Pattern>
<Pattern>carbon/localentries</Pattern>
<Pattern>carbon/api</Pattern>
<Pattern>carbon/proxyservices</Pattern>
<Pattern>carbon/resources</Pattern>
<Pattern>carbon/task</Pattern>
<Pattern>carbon/resources/update_text_content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text resource_ajaxprocessor.jsp</Pattern>
</Patterns>

</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>carbon/sequences</Pattern>
<Pattern>carbon/configadmin</Pattern>
<Pattern>carbon/localentries</Pattern>
<Pattern>carbon/api</Pattern>
<Pattern>carbon/proxyservices</Pattern>
<Pattern>carbon/resources</Pattern>
<Pattern>carbon/task</Pattern>

<Pattern>registry/resource/</Pattern>
</Patterns>

<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

Private PaaS 4.0.0

IMPORTANT: Remove org.wso2.carbon.ui-4.2.0-stratos.jar in
<PPaaS_HOME>/repository/components/dropins

<XSSPreventionConfig>



<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>console</Pattern>
</Patterns>

<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

AS 52.0/AS5.21

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/ds/rawXMLProcessor.jsp</Pattern>
<Pattern>carbon/service-mgt/policy editor proxy.jsp</Pattern>
<Pattern>carbon/service-mgt/edit_service_params.jsp</Pattern>
<Pattern>carbon/resources/update_text content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text_resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>



<Patterns>
<Pattern>docs</Pattern>
<Pattern>example</Pattern>
<Pattern>jaxrs_basic</Pattern>
<Pattern>registry/resource/</Pattern>
</Patterns>

<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

BPS 3.2.0

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/resources/update_text _content ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text_resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>registry/resource/</Pattern>
</Patterns>
<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>



<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/resources/update_text_content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>registry/resource/</Pattern>
</Patterns>
<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

BAM 2.5.0

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/resources/update_text _content ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text_resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>registry/resource/</Pattern>
</Patterns>
<WhiteList>
<Url>https://localhost:9443</Url>



<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

EMM 1.1.0

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/resources/update_text content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>emm</Pattern>
<Pattern>store</Pattern>
<Pattern>publisher</Pattern>
<Pattern>sso</Pattern>
<Pattern>samisso</Pattern>
<Pattern>o0auth2</Pattern>
<Pattern>productapipublisher</Pattern>
<Pattern>productapistore</Pattern>
<Pattern>registry/resource/</Pattern>
</Patterns>
<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

AppFactory 2.2.0



<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<WhiteList>
<Url>https://localhost:9443</Url>
</WhiteList>
</CSRFPreventionConfig>

CEP 3.1.0

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/resources/update_text _content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text_resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>registry/resource/</Pattern>
</Patterns>
<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>



DSS 3.1.0/DSS 3.1.1 /DSS 3.2.0/ DSS 3.2.2

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/resources/update_text_content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>registry/resource/</Pattern>
</Patterns>
<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>carbon/resources/update_text content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text_resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>registry/resource/</Pattern>
</Patterns>



<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

AppM 1.0.0

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>commonauth</Pattern>
<Pattern>carbon/resources/update_text_content_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text resource_ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>
<Patterns>
<Pattern>commonauth</Pattern>
<Pattern>samlsso</Pattern>
<Pattern>authenticationendpoint</Pattern>
<Pattern>wso2</Pattern>
<Pattern>oauth2</Pattern>
<Pattern>services</Pattern>
<Pattern>registry/resource/</Pattern>
</Patterns>
<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>



APl Manager

With Api manager we ship ESB , AS, Greg and IS Ul components thus we need to exclude the
paths of above products.

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>carbon/resources/update_text content ajaxprocessor.jsp</Pattern>
<Pattern>carbon/resources/add_text_resource_ajaxprocessor.jsp</Pattern>
<l-- ESB related -->
<Pattern>carbon/sequences</Pattern>
<Pattern>carbon/configadmin</Pattern>
<Pattern>carbon/localentries</Pattern>
<Pattern>carbon/api</Pattern>
<Pattern>carbon/proxyservices</Pattern>
<Pattern>carbon/resources</Pattern>
<Pattern>carbon/task</Pattern>
<l-- AS related -->
<Pattern>carbon/ds/rawXMLProcessor.jsp</Pattern>
<Pattern>carbon/service-mgt/policy editor proxy.jsp</Pattern>
<Pattern>carbon/service-mgt/edit_service_params.jsp</Pattern>
<l-- Greg -->
<Pattern>carbon/generic/add_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/lcm/nameinusecheck_Icm_ajaxprocessor.jsp</Pattern>
<Pattern>carbon/lcm/save_lcm-ajaxprocessor.jsp</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>registry/resource/</Pattern>
<Pattern>publisher</Pattern>
<Pattern>store</Pattern>
<Pattern>authenticationendpoint</Pattern>
<Pattern>oauth2</Pattern>
<Pattern>services</Pattern>

</Patterns>



<WhiteList>
<Url>https://localhost:9443</Url>
<Url>http://localhost:9763</Url>
</WhiteList>
</CSRFPreventionConfig>

Identity Server 5.0.0

<XSSPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>commonauth</Pattern>
</Patterns>
</XSSPreventionConfig>

<CSRFPreventionConfig>
<Enabled>true</Enabled>
<Rule>allow</Rule>

<Patterns>
<Pattern>commonauth</Pattern>
<Pattern>samlsso</Pattern>
<Pattern>authenticationendpoint</Pattern>
<Pattern>wso2</Pattern>
<Pattern>o0auth2</Pattern>
<Pattern>openid</Pattern>
<Pattern>openidserver</Pattern>
<Pattern>passivests</Pattern>
<Pattern>services</Pattern>
<Pattern>iwa</Pattern>
<Pattern>registry/resource/</Pattern>

</Patterns>

<WhiteList>
<Url>https://localhost:9443</Url>
</WhiteList>
</CSRFPreventionConfig>






